IT Policy for the John Bowley and Sherwood Almshouses
1. Introduction
This IT policy establishes guidelines for the appropriate use of information technology resources at the John Bowley and Sherwood Almshouses. The goal is to protect the integrity, confidentiality, and availability of the charity’s data and systems.
2. Scope
This policy applies to:
· All trustees
· The employed staff member
· Any volunteers or contractors who use the charity’s IT resources
3. Acceptable Use
· IT resources, including computers, software, and internet access, are to be used primarily for charity-related purposes.
· Personal use of IT resources should be limited and must not interfere with work duties.
4. Data Protection and Confidentiality
· Personal data must be handled in accordance with applicable data protection laws.
· Sensitive information (e.g., resident details, financial records) should be stored securely and accessed only by authorized personnel.
· All staff and trustees must complete data protection training.
5. Security Measures
· Strong passwords must be used for all devices and accounts, with regular updates encouraged.
· Antivirus software must be installed and kept up-to-date on all charity devices.
· Devices must be locked when not in use to prevent unauthorized access.
6. Internet and Email Use
· Users should exercise caution when browsing the internet or opening email attachments. Suspicious emails should be reported to the Chair of Trustees.
· Access to inappropriate websites is strictly prohibited.
7. Software Management
· Only authorized software may be installed on charity devices.
· All software must be licensed and kept up-to-date to ensure security and compliance.
8. Reporting Security Incidents
· Any suspected security breaches, data loss, or misuse of IT resources must be reported immediately to the Chair of Trustees.
· An investigation will be conducted to determine the cause and prevent recurrence.
9. Equipment Management
· IT equipment must be used responsibly and maintained properly.
· Lost or stolen devices must be reported immediately.
10. Policy Review
This policy will be reviewed annually to ensure it remains relevant and effective in protecting the charity’s IT resources.
11. Contact Information
For questions regarding this policy, please contact the Chair of Trustees at johnbowleysherwood@gmail.com
Conclusion
This IT policy is designed to protect the John Bowley and Sherwood Almshouses IT assets while promoting responsible use. All users are expected to adhere to these guidelines to ensure a secure and efficient IT environment.
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